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1 Introduction 

This report details the results of an internal penetration test for ACME Company against 
the internal Citrix financial infrastructure during December 2009. 
 
This report aims to outline the results collected during testing and to define specific actions 
ACME Company may take in order to mitigate issues identified. The report will outline the 
testing, associated procedures and findings, with clear information regarding how to 
mitigate issues, risks and threats identified during the testing engagement. 



 

  

Commercial in confidence        Page 4 of 20 

2 Testing Scope 

The following hosts were given as targets for penetration testing: 
 
CITRIXSERVER1 – Citrix Server 
 
The testing scope included penetration testing of the ACME Company Financial Citrix 
environment to assess the security configurations. 
 
The system is used to connect to the ACME Company Internal LAN from remote locations 
over the ACME Company WAN. 
 
Vulnerable systems and services were to be enumerated and exploited; however, Denial of 
Service (DoS) or crash attacks were not in scope. 
 
Vigilante Assurance determined the following asset values for the above hosts. 
 

Host Asset value 

CITRIXSERVER1 5 
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3 Definition of Risk Rating 

 
 
Vigilante Assurance has adopted the Common Vulnerability Scoring System. CVSS2 is a 
vendor agnostic, industry open standard. It is designed to convey vulnerability severity, 
help determine urgency and priority of response.  
 
CVSS solves the problem of multiple, incompatible scoring systems by providing a 
standardised vulnerability scoring model for different sets of results to provide final risk 
ratings out of 10; with the ability to easily understand the threats from a vulnerability. 
 
Vigilante Assurance also groups vulnerabilities into High, Medium and Low Risk according 
to the CVSS2 score. 
 
More on CVSS can be found at http://nvd.nist.gov/cvss.cfm 

http://nvd.nist.gov/cvss.cfm
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4 Definition of Asset Values 

Vigilante Assurance determines asset values for each host defined in the test scope. 
 
An asset value between 0 and 10 is assigned to a host using the following criteria. 
 

Asset Qualification Value (if yes) 

Does the host contain confidential data? 3 

Is the host physically connected to other 
hosts containing confidential data? 

2 

Is the host required for business critical 
applications? 

3 

Is the host a single entity? (i.e. no 
failover/contingency configuration exists) 

2 

 
The total value for each host is calculated from results above. 
 
Asset valuations allow the client to apply the risk ratings from discovered vulnerabilities to 
the value of their digital assets. These results can then be used by the client to define 
which of their most business critical hosts are at risk in a risk and asset valuation order. 
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5 Management Summary 

The security posture of the ACME Company Citrix environment tested by Vigilante 
Assurance is poor. 3 High risk vulnerabilities were identified during testing which pose a 
major risk to the confidentiality, integrity and availability of not just the Citrix environment 
tested but the whole ACME Company domain. 
 
The Vigilante Assurance consultant was given a standard domain user account on the 
financial Citrix system to assess whether he could escape from this environment and 
escalate his permissions on the ACME Company network. 
 
Using a series of hacker techniques, the consultant was able to quickly escalate his 
permissions and execute tools, which extract hashed passwords from the Citrix 
environment and then ‘crack’ or reveal those passwords for use in other parts of the ACME 
Company network. 
 
Using the passwords from the Citrix environment the consultant was able to access other 
servers outside of Citrix environment and become a domain administrator. The domain 
administrator holds the highest level of access on a Windows domain. At this point the 
consultant essentially has full control of the entire ACME Company Windows network. 
 
Full technical details and recommendations can be found in Section 8 of this report. 
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6 Graphical Summary 

The following bar graph graphically highlights the total number of risks discovered during 
testing. Risks are categorised by High, Medium and Low and are calculated as a total risk 
for all hosts tested. 
 

 
 

Figure 1 - Total risks for all hosts tested 
 

A graph is also generated which graphically highlights hosts exposed to the highest risks. 
This is calculated using a total risk score for each host, which is then plotted against the 
asset value determined by Vigilante Assurance and the client for each host tested. Asset 
values are displayed in section 2, testing scope. 
 
The total risk score for each host is calculated using the following method: 
 
High risk vulnerabilities = 5 points 
Medium risk vulnerabilities = 3 points 
Low risk vulnerabilities = 1 point 
 
For example if a host has 2 high risk vulnerabilities and 3 low risk vulnerabilities the total 
risk score for that host would be calculated as follows: 
 
5 + 5 + 1 + 1 + 1 = 13 
 
Vigilante Assurance and the client calculate the asset value. It is calculated using a scale of 
1 to 10, with 1 being the least valuable to 10 being the most valuable. Factors such as data 
storage, availability and system interconnectivity are all taken into account during the 
calculation process. For more information see section 4. 
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Figure 2 - Host risk exposure 
 
This graph allows administrative staff to prioritise security fixes in order of hosts that are 
of value to the client and exposed to the highest amount of risk. 
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7 Technical Summary 

Below is a basic summary of the vulnerabilities found and the associated risks. Detailed technical finding can be found in the body of the report. 

 
Risk  CVSS2 Vulnerability Host Ports Additional info 

High 7.5 Insecure permissions configured for domain and local user 
groups 

CITRIXSERVER1 N/A The permissions configured 
on the Citrix server tested 
were not found to be secure. 

 7.5 Insecure permissions configured for local server services CITRIXSERVER1 N/A The Citrix server service 
permissions tested were not 
found to be secure. 

 7.5 Weak local and domain user passwords CITRIXSERVER1 N/A A local and domain 
Administrator password was 
dumped and cracked during 
Citrix testing. 

Medium 5.4 Citrix server supports “basic encryption” CITRIXSERVER1 N/A The Citrix ICA listener has 
been configured to only 
enforce basic encryption to 
Citrix clients. 

 5 Lack of network segregation CITRIXSERVER1 N/A The Citrix environment tested 
is not secure segregated from 
other business critical 
systems. 

Low 3.4 Limited use of domain enforced group policy settings CITRIXSERVER1 N/A General use of good, secure 
group policy settings was not 
found during testing of the 
Citrix environment. 
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8 Technical Findings 

8.1 Host: CITRIXSERVER1  

8.1.1 Citrix Testing Results 

Enumeration phase 
The Vigilante Assurance consultant was provided a standard build ACME Company desktop 
and standard domain user account to perform Citrix desktop testing from. 
 
A Citrix XenApp desktop client was provided and details of the Citrix servers were given to 
the consultant in order to configure a Citrix desktop session. 
 
Due to a power failure during penetration testing, only CITRIXSERVER1 was available for 
testing. However, this does not impact the results of the testing as both Citrix servers are 
configured in the same way. 
 
The “nettest” domain user account was solely a member of the domain users active 
directory group. 
 
CitǊƛȄ ǎŜǊǾŜǊ ǎǳǇǇƻǊǘǎ άōŀǎƛŎ ŜƴŎǊȅǇǘƛƻƴέ 
The first issue identified by the consultant was that the Citrix server has been configured to 
allow clients to connect using basic encryption and is something set as default in Citrix 
clients. This basic encryption is not even real encryption and only essentially scrambles the 
Citrix session data using an XOR function. This session data could easily be reverse XOR’d 
and a malicious user sniffing Citrix session traffic on the network would see plaintext 
session data. 
 
Lack of network segregation 
The Citrix server configured to accept remote Citrix desktop sessions was discovered to not 
be sufficiently segregated from other business critical servers and server environments. 
 
The consultant was able to create NetBIOS, RDP, HTTP(S), FTP, and etc. sessions from the 
Citrix server to other business critical servers unrelated to the Citrix project. This indicates 
that there is a distinct lack of internal firewalling either on each host or between various 
server and workstation subnets. 
 
The Citrix server also had unrestricted network level access to the Internet. It was possible 
for the consultant to browse a large range of test websites, including hacking /security 
related web sites and download tools for testing. 
 



 

  

Commercial in confidence        Page 12 of 20 

Limited use of domain enforced group policy settings 
It was discovered during testing that limited domain group policy restrictions have been 
enforced on either the Citrix server itself or the “nettest” standard domain user account. 
Much of the work carried on the server to restrict user access to system components only 
went as far as removing icons from the desktop and start menu. 
 
Group policy settings discovered during testing using the RSoP (Resultant Set of Policy) tool 
showed that only a small number of default domain and WSUS group policy elements have 
been applied to the Citrix server. 
 
Domain user access to system tools and configuration information 
Using the “nettest” user desktop session the consultant was able to perform various tasks 
on the Citrix server which should not be available to standard domain users. This included: 
 

- Access to the cmd.exe and command.com command line interfaces. Although this 
was not administrator level access to a server command prompt standard domain 
users can enumerate large amounts of information about a the Citrix servers 
operating system and running services as well as other hosts located on the same 
domain, network or routable subnet. 
 

- Access MMC and subsequent “snap-ins”. Included in MMC “snap-ins” are resources 
such as running services, local users and groups, server certificates, disk 
management, etc. A standard domain user does not need access to this level of 
server information. 
 

Although permissions restrictions were in place for the “nettest” user on certain element s 
of the system and many of the actions attempted by the consultant during testing, the 
information enumerated through easy access to these system components was used later 
during the attack phase of testing. 
 
The Citrix server did have Sophos antivirus installed and configured. This was tested by the 
consultant and did quarantine the use of several security testing tools. Antivirus checks of 
the tools were, however, only performed on access during execution of the security tools. 
When downloaded the tools from the Internet, no checks were performed and the files 
could be successfully saved to the local server hard drives. 
 
Attack phase 
After the consultant had completed enumerating the configuration and potential 
vulnerabilities of the Citrix server, an escalation of privileges attack phase was undertaken. 
The phase of testing was performed to determine whether the consultant could achieve 
the following objectives: 
 

- Disable native anti-virus, in order to perform unrestricted “in-depth” attacks on the 
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system and have a platform to potentially attack connected systems. 
 

- Privilege escalate the “nettest” account and gain administrator privileges on the 
local Citrix server. 
 

- Privilege escalate the “nettest” account and gain administrator privileges on the 
ACME Company domain. 
 

Insecure permissions configured for domain and local user groups 
During the previously mentioned enumeration phase, the consultant noticed that the 
Sophos antivirus software had services running as system. The “nettest” user did not have 
enough permissions to stop these services and therefore disable the server antivirus 
protection, however, the directory that Sophos services were loaded from were read and 
writable if the “nettest” user was a member of the local Power Users group. The “nettest” 
user had enough local system privileges to add themselves to the Power Users group using 
MMC and the local users and groups snap-in. 
 
Once the “nettest” user was a member of the Power Users group it was possible to rename 
the Sophos antivirus directory and service executable filenames. After the consultant had 
logged out and logged back into the server Sophos was disabled as the service could not be 
invoked upon start-up. 
 
Antivirus was now disabled on the local Citrix server and it was possible for the Consultant 
to run security tools without them being quarantined. 
 
Insecure permissions configured for local server services 
As the “nettest” domain user account was not part of the local Administrators group it was 
not possible for the consultant to run many of the security tools to gain local and cached 
domain password hashes. In order to run a tool called FGDUMP with local Administrator 
privileges the consultant attempted to identify a local service running as SYSTEM which the 
“nettest” user had permissions to start and stop. 
 
The consultant identified that the Acronis Scheduler 2 service was the only service on the 
Citrix server that was running as SYSTEM and that the “nettest” user had permission to 
control. With this information the consultant stopped the Acronis Scheduler 2 service, 
replaced the Acronis Scheduler service executable with the FGDUMP executable and then 
started the Acronis Scheduler 2 service using MMC and the local system services snap-in. 
 
Once started the FGDUMP local and cached domain windows hash dump tool ran with 
SYSTEM privileges and dumped the following windows user password hashes to the local 
Citrix server file system: 
 
Administrator:500:CA5AC63E84C11861BE06379A51BFC1F3:AD42F5EECF3ED095DC72AEB3E5AEE32B::: 
Anon000:1012:777B4C82E903F63625672F9A07812C33:308D7E676DC09BBCD8C0BB89AB8154F1::: 
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Anon000_history_0:1012:8764D73332307F4FBF240F3761DD23A0:3DC5DC7D385B3764132BCC5F67CAE43F::: 
Anon001:1013:B83D66601317443D7F9E635D2DC53828:9C13768B9BFD0E763CA9FBEA044DB876::: 
Anon001_history_0:1013:3792824C67602E569426CCFE581E39C4:B968D20B7345804AC10C78433A46F58A::: 
Anon002:1014:01E6B23FC1F358730DD873AAA8F2F27B:9F7566113934BF1C03EAE638E31DAC64::: 
Anon002_history_0:1014:8DD2675462AD6464FB49F5BBA3B477D2:D4FDA455D361EF27D8E2141C5E7812FD::: 
Anon003:1015:2D41A166806E8E2BB50F6B045A055382:3D3B39A40CD5CAD622858AD24A905C43::: 
Anon003_history_0:1015:504EBE1A95E6A26968E3E53899393010:852CFED238432AD6B23F677C1312BEB2::: 
Anon004:1016:FDF03D79FA135B36BCBF50E0B54A2F28:076955C189E5038DF1B2BC26C2BC1349::: 
Anon004_history_0:1016:1F6A08896F32F44BE822192207B0A02C:7DF33F65A0FEB4B8E7ABF9D176BDD8DF::: 
Anon005:1017:A97A38F974A243E8987F726F0092D496:0560C5E99BD067C6828F0D8DAE0AB09A::: 
Anon005_history_0:1017:190D1C3831FF3E64ECEAE87B877E16F5:C25BB4F8A22231014313C61C659D8485::: 
Anon006:1018:E1D265428F171CDFA750B845F55870E2:2016F60D87F4E8E687EF3C1F2AB68F06::: 
Anon006_history_0:1018:9FBD7E50AC93105466675B14D494B445:4D9D3EBA50340BD9D61A2164169705C3::: 
Anon007:1019:552AAF44F0951A28DBB065BE13213712:845FE5C6AEC0DF58C0AE3436A4B9DF3A::: 
Anon007_history_0:1019:EDDCE406B8E89F8FB808C6304BB26E53:2A196C2F17D8CE1514824C58FAAF02C1::: 
Anon008:1020:A1C7A413BFF3FFABEC68880CCB3C35CE:E0C870D3F7BD53FED7DDA3D0DD2C77D5::: 
Anon008_history_0:1020:920474A602DBE9740F11288E20C9ED08:AD8E465B881BB2C57930FD3906921A01::: 
Anon009:1021:374E2A15507C9C4229C24BBF48939FEA:F6C6427BCBAA5DB906D0719F3E0FD8B3::: 
Anon009_history_0:1021:EDF6B0CFC81BCD9125B07661C332BE00:DDA02B244F56697CB0BB0D2EC4AB03E9::: 
Anon010:1022:389166DCB32CE3D7E79CF3913CBC175B:A88C4D55F885F6FE0BDE053616DC6DE2::: 
Anon010_history_0:1022:F07149438245E3549B4AB5FB3F4BC226:0FD7C334C40D25B77EF388DC1834A3E8::: 
Anon011:1023:57515D5B3EE7B325E1E79E955D688F32:11272289147BB6B6B60C92377E0CB922::: 
Anon011_history_0:1023:4913ED685AA93917BDA859B5008F4FA0:C674271E3F45A2D8A2BB4D1A522C4ED7::: 
Anon012:1024:2B5C93551D15726585B2F81971F46CAD:4B4ECE0E6FBC71A654DAA6FFAFA78B24::: 
Anon012_history_0:1024:ED5D4408C6676710F9C245FC96905120:A4FA278D17F77349B1719A1F194F9D83::: 
Anon013:1025:EB1B320090DE2B4061768E6A8FF52E34:4594D9FCD7D2ABBBF64D63BA1F61B1B3::: 
Anon013_history_0:1025:4C5480CB999F8DB97AF5EB36B7D86CD8:C42E66EF5F0EEB0345B25A74AC6821E9::: 
Anon014:1026:22D41D64C72368B9826241B3EC21713B:C112E99BDDC66960A8E47E73B45D16F8::: 
Anon014_history_0:1026:ABC9D0ACD950E1F0885A6D85C2C3D042:357E4ED833254E4A9034AB8118E5418B::: 
Ctx_ConfigMgr:1010:BF34CB0B708701958183CD615E88B1B3:ABD67C6323EDA0A0C53E96D45142EB7D::: 
ctx_cpsvcuser:1009:F89D7F1C78B7CB633F266CA2A7977FD1:9035E7DC8A9C8533799166B11F1B8207::: 
ctx_cpuuser:1008:9F42A7F180FB4A6704CAB6014F4EEB49:A77FCA6B72306612DA72B773E7DC70E8::: 
Guest:501:NO PASSWORD*********************:NO PASSWORD*********************::: 
SophosSAUWL02CTX010:1003:B51235632BD19F660F46F3D4D8D6CDC4:0C49FD0AACE6C41762F1A7E97AB633CC::: 
SUPPORT_388945a0:1001:NO PASSWORD*********************:FBE9389317FFED4A68DAD34A49EFDA3A::: 
 

The accounts shown above include a local and domain administrator account called 
Administrator, Citrix Anonymous application user accounts (created during Citrix 
installation and configuration), Citrix system accounts, Sophos AV system account and the 
Windows local Guest and Support account. 
 
The consultant took these domain hashes and used the local windows password hashes to 
perform a rainbow table attack in an attempt to retrieve the plain text passwords for these 
accounts. The reason that the local hashes were used to perform an attack is because local 
Windows user password hashes are not salted and were stored using both weak LM 
(LanManager) and stronger NTLM (NTLanManager) hashes and local Windows password 
hashes are not salted using the username or another non static control. 
 
A rainbow table is a lookup table offering a time-memory trade-off commonly used against 
unsalted or insecurely salted hashes. 
 
Weak local and domain user passwords 
The following passwords were recovered after a 3 minute rainbow table attack was 
performed on the dumped local Windows password hashes: 
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Username Password 

Administrator  

Sophos********  

 
As well as performing a rainbow table attack on local Windows password hashes the 
consultant also scanned the local server for scripted plain text usernames and passwords 
held within system or BAT files. The following plain text usernames and passwords were 
discovered: 
 

Username Password 

analyst  

sunuser  

 
These usernames and passwords related to remote server file shares and were configured 
by a batch file with runs during user login. 
 
The Administrator password was used to logon to the Citrix server using RDP which was 
successful giving the consultant full local Administrator privileges on the Citrix server as 
shown below: 
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Figure 1 ς Citrix server accessed as local Administrator 

 
Due to the fact that this Administrator account was also a domain administrator account 
the consultant then connected to the primary domain controller using RDP (mstsc) from 
within a “nettest” Citrix user session as shown below: 
 

 
 

Figure 2 ς Primary Domain Controller access as domain Administrator 
 
The consultant then used the domain users and groups tool on the domain controller to 
add the “nettest” user to the Domain Administrators group. 
 
With full access to the domain controller from the Citrix session initially created for the 
consultant it would be possible for a malicious user to access any server or item of data 
within the ACME Company domain estate. 

Recommendations 

/ƛǘǊƛȄ ǎŜǊǾŜǊ ǎǳǇǇƻǊǘǎ άōŀǎƛŎ ŜƴŎǊȅǇǘƛƻƴέ 
The default level of encryption for the Citrix ICA listener is encryption level 1 (basic 
encryption). As previously mentioned this is an XOR function on the ICA session and 
authentication data and does not class as a secure form of encryption. The Citrix server can 
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be configured to require and only connect clients using encryption level 5 (RC5 128 bit 
encryption for both ICA authentication and session data). 
 
It is recommended that all Citrix ICA listeners are configured to use level 5 encryption or to 
have all published applications or desktop sessions secured using TLS. 
 
For further information refer to the following URL: 
http://support.citrix.com/proddocs/index.jsp?topic=/plugin97-java/java-ica-encryption-
specify.html 
 
Lack of network segregation 
The use of Citrix as a controlled/restricted user desktop environment relies on the Citrix 
servers being secured at both a Citrix level but also at a network level. It is recommended 
that ACME Company consider not providing users with a full Citrix desktop and publishing 
the required financial application only through Citrix. This would allow the system 
administrators to lock down the application and manage remote user sessions as if this 
were an external web based connection to the internal network.  
 
Regardless of whether full Citrix desktop sessions are used or not, it is recommended that 
all Citrix servers are placed in their own subnet with firewalling placed between the Citrix 
servers and other business critical servers and systems. Strict firewall rules can then be 
applied between internal servers that only allow the use of business critical services and 
protocols. 
 
Internet access from servers is not usually desired. It is recommended that outbound 
internet access is not fully granted to the Citrix servers. If Internet access is required for 
certain tasks, then it should be restricted to certain applications or services with defined 
source and destination access rules. 
 
Limited use of domain enforced group policy settings 
It is recommended that ACME Company urgently perform a review of their current use of 
Group Policy and how they apply that to a usable computer and user OU (Organisational 
Unit) structure. Most of the Windows operating system, even more so with the increased 
use of Windows Server 2008, can be centrally controlled and administered using group 
policy. 
 
It is recommended that ACME Company perform the following tasks and design a group 
policy roll out that can be used to more effectively secure the servers and user accounts 
used within the organisation: 
 

- Outline all server roles required within the organisation and group them by role. A 
group policy template can then be created for each server role used on top of the 
default domain policy. 

http://support.citrix.com/proddocs/index.jsp?topic=/plugin97-java/java-ica-encryption-specify.html
http://support.citrix.com/proddocs/index.jsp?topic=/plugin97-java/java-ica-encryption-specify.html
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- Outline a secure user OU and permissions structure for all domains in the estate. 
Group policy can then be defined for different user OU’s. 
 

- Ensure that Windows user and computer settings are enforced by group policy and 
not set at a local level. Group policy defined settings generally mean that user and 
computer settings are not left unconfigured. 
 

- Group policy changes cannot take place overnight, but are important for 
maintaining a secure computer environment and if designed correctly, does make 
life easier for Systems Administrators! 
 

For further information refer to the following URLS: 
http://technet.microsoft.com/en-us/library/cc786524%28WS.10%29.aspx 
http://www.microsoft.com/downloads/details.aspx?FamilyID=18c90c80-8b0a-4906-a4f5-
ff24cc2030fb&displaylang=en 
 
Domain user access to system tools and configuration information 
The use of group policy to enforce the permissions of key system components such as 
cmd.exe, command.com, mmc.exe, etc. is highly recommended. Standard domain users 
such as “nettest” should not have access to these system components on any system that 
they are authenticated onto. This is especially crucial on remote access systems such as the 
Citrix desktop tested. 
 
Group Policy Administrative Templates can be used to implement stricter user desktop 
environments using Group Policy. 
 
For further information and downloads of ADM files for different versions of Windows, 
refer to the following URLS: 
http://www.microsoft.com/downloads/details.aspx?familyid=92759d4b-7112-4b6c-ad4a-
bbf3802a5c9b&displaylang=en 
 
Insecure permissions configured for domain and local user groups 
It is recommended that a review of Active Directory users, groups and permissions is 
performed by ACME Company. Allowing low permission users, such as domain users, to 
add themselves to the Power Users Group does not pose a good security posture. A white 
list approach should be taken with user and group permissions with access granted to 
systems, resources, files and directories on a need to know basis. 
 
Default file and folder permissions can be applied to servers using Active Directory and 
Group Policy. 
 
Insecure permissions configured for local server services 

http://technet.microsoft.com/en-us/library/cc786524%28WS.10%29.aspx
http://www.microsoft.com/downloads/details.aspx?FamilyID=18c90c80-8b0a-4906-a4f5-ff24cc2030fb&displaylang=en
http://www.microsoft.com/downloads/details.aspx?FamilyID=18c90c80-8b0a-4906-a4f5-ff24cc2030fb&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=92759d4b-7112-4b6c-ad4a-bbf3802a5c9b&displaylang=en
http://www.microsoft.com/downloads/details.aspx?familyid=92759d4b-7112-4b6c-ad4a-bbf3802a5c9b&displaylang=en
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ACME Company should perform a review of the Citrix server service permissions. In 
particular, if Citrix desktops are to be used, the domain user group should not have 
permission to start or stop any server services. This should also not only apply to the Citrix 
server, but all servers in the ACME Company estate. 
 
Default service permissions can be applied to servers using Active Directory and Group 
Policy. 
 
Weak local and domain user passwords 
One of the main issues identified during the Citrix testing, is that weak user passwords and 
insecure use of accounts and passwords are the cause of many of the risks to the ACME 
Company systems. 
 
It is recommended that local system Administrator passwords are not set to the same 
passwords as domain administrator accounts. 
 
The local Administrator and Guest accounts should also all be changed from the default 
“Administrator” and “Guest” user names and set to something non-specific that all 
Systems Administrators can still identify. 
 
The Citrix server tested was storing local Windows password hashes in both LM and NTLM 
format. LM hash support should be disabled and only NTLM used for password hashing 
purposes. LM hashes are inherently weak and do not withstand modern password attacks. 
 
It is recommended that servers are configured using Group Policy so that they do not store 
cached domain password hashes on any server. If a server can connect to a domain 
controller then they should not need to cache domain passwords as this is primarily 
designed for mobile corporate users. 
 
ACME Company should perform a review of all passwords in use across the organisation. 
Users should be forced to use strong passwords that change on a regular basis. They 
should also be reminded on a regular basis of the corporate password policy which should 
include and enforce the following requirements for user passwords: 
 

- Passwords must be longer than 8 characters. 
- Passwords will expire every 90 days. 
- The last 3 passwords will be remembered and cannot be reused until 3 new 

passwords have been used. 
- Passwords must contain lower case letters, upper case letters, numbers and at 

least 2 special characters. 
 
By implementing and enforcing such as password handling and creation policy the security 
of ACME Company systems would be greatly increased and the risk of compromise through 
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weak accounts significantly reduced. 
 
On very business critical systems, the use of 2 factor authentication is recommended for all 
administrative staff. There are many vendors supplying 2 factor authentication 
mechanisms for system access for all types of Operating Systems and network devices. 
For further information refer to the following URL: 
http://support.microsoft.com/kb/299656 

 

http://support.microsoft.com/kb/299656

