
According to the recent CSI Computer Crime and Security 
Survey, approximately 97 percent of organizations have 
perimeter defenses such as firewalls and 98 percent 
have endpoint defenses such as anti-virus, yet 46 percent 
continue to experience security breaches. This clearly 
indicates that internal networks remain at risk, motivating 
organizations to improve network security and ensure 
compliance with policies and regulatory mandates.  

Alert Logic’s Threat Manager solution offers the easiest 
way to comply with regulations and protect your internal 
network from attack. Threat Manager is designed to provide 
a critical layer of network defense against threats that 
easily bypass perimeter and endpoint defenses – constantly 
protecting your internal network from viruses, worms, 
and other threats brought in by roaming laptops, VPN 
connections, wireless access points, partner portals, and 
other supposedly “trusted” sources. 

Threat Manager combines intrusion protection and 
vulnerability management technology into a single 
integrated solution that offers both proactive and reactive 
protection from the latest threats. Threat Manager’s 
unique on-demand architecture eliminates the false alarms 
typically associated with intrusion detection technology. All 
of the alerts from our network appliance are fed directly 
into a centralized expert system hosted in our datacenter. 
The expert system correlates the IDS alert data with 
vulnerability data and real-time threat trend information 
from all Alert Logic customers worldwide, and identifies 
only valid security incidents that threaten your network 
– something a traditional standalone appliance simply 
cannot accomplish.

Critical Layer of Network Defense

Alert Logic Threat Manager™

Compliance & Security Made Easy

Alert Logic Threat Manager delivers a critical layer of internal network 
protection, preventing worms, botnets, Trojans, and other malicious 
intruders from propagating throughout your network.

Alert Logic Threat Manager helps identify threats and remediate 
network and host vulnerabilities before they can impact your business.



Key Benefits

�Easy to buy, deploy, use, and own with no software or 
hardware to purchase or maintain, no upfront investment 
required, and everything included in one convenient  
monthly fee

�Improves network security by identifying threats and 
vulnerabilities that evade perimeter and endpoint defenses

�Enables regulatory compliance by identifying both 
incidents and vulnerabilities that could impact compliance-
relevant network assets
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Key Solution Capabilities

Detect and Contain Threats Before  
They Impact Your Business
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Alert Logic Threat Manager™

Compliance & Security Made Easy

Intrusion Protection

Leverages over 10,000 threat signatures

Passively monitors network traffic

Actively blocks, contains, and quarantines per policy

Correlates network events, vulnerabilities, and global threat data

Multi-layered architecture enables superior protection

Vulnerability Management

Leverages over 12,000 vulnerability checks

Automated network topology and host discovery

On-demand scheduling flexibility for both internal and external scanning

Comprehensive prioritization and resolution workflow management

Agent-less architecture

Compliance Automation

PCI certified scanning

Comprehensive compliance reporting - PCI, GLBA, SOX, and HIPAA

Identification of incidents impacting compliance posture

Identification of vulnerabilities impacting compliance posture

Alert Logic Threat Manager generates simple, easy-to-view online 
reports on-demand to assess incidents and vulnerabilities that could 
impact compliance with regulations and policies.


